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Gatekeepers for authentic data in the Era of Al

Abdussalam AL Habeeb
Rune Bjerkestrand

Lars Nakkerud

Bendik Bryde

Abstract:

The rapid progress in artificial intelligence (Al) has ignited optimism
for a technologically enriched future. However, within this wave of Al
advancements lies a shadow of potential risks that must not be
disregarded. The focal point of this paper is the rise of deepfakes, a
technology involving malevolent capabilities. The implications of
deepfakes extend into critical spheres such as intellectual property,
cultural heritage, and national security. This study, through an in-depth
analysis of existing literature, delves into the definition of deepfakes and
delineates the emerging and anticipated threats posed by this technology.
The main insights of this paper are as follows: first, the importance of
reliable authentication techniques and the safeguarding of original data
sources. Second, outline the two primary data preservation and
authenticity verification strategies: software-based solutions and
traditional physical storage mediums. Given the significant vulnerabilities
associated with the exclusive reliance on software-based verification
methods, physical preservation continues to stand out as the most secure

approach for ensuring the authenticity of data.
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The world of Personal Archives: collecting, conserving and

curating: an archival exhibition

Muhammad Y Gamal, PhD

Abstract:

Personal archives provide a rare opportunity to have a glimpse into a
historical event. Depending on the breadth and quality of the items in a
collection, personal archives can supplement the official narrative of the
event. Most collections and archives need careful attention so they will
be safe from fading memory, mishandling, the elements and accidental
damage. Today, digital technology provides incredible solutions to
collecting, preserving and accessing archives and collections in ways
never thought possible a mere generation ago. This paper examines the
experience of the Egyptian community in Sydney as they curated an
archival exhibition to mark the fiftieth anniversary of the completion of
the High Dam in Aswan. All exhibits used in this event came from the
personal archives of members some of whom had a direct connection
with High Dam. The experience of crowd-sourcing an archival
exhibition sheds light on the significance of personal archives and the
important role digital technology plays in not only preserving but also

managing personal collections.
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Building and Using Classical Arabic Corpus

Abeer Saad Alsheddi

Abstract:

Classical Arabic is the literary form of the Arabic language that is used
to write legacy and traditional vocabulary. One of the main issues that
Arabic researchers frequently encounter is a lack of written Classical
Arabic corpora. This paper reviews the Classical Arabic corpus which
pioneers more than one million distinct words to support research in
different areas of automatic computational linguistics, such as estimating
the letter distribution in words and automatically generated words. We
consider this corpus a valuable contribution to the stream of Arabic

computerization research.
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Safeguarding Archives: The Importance of Information

Security and Cybersecurity

Abeer Al Hammadi

Abstract:

In today's digital age, preserving and safeguarding archives, documents
and records have become vital and essential within the field of
information security and cybersecurity, particularly within the
government sector. The integration of archiving and cybersecurity is
crucial for safeguarding storage of electronic records and data,
maintaining accurate transaction records, and facilitating compliance.
Collaboration between these two efforts reduces the risks of breaches,
maintains data integrity, and builds trust with people. This paper focuses
on addressing the challenges faced by government entities in information
security and cybersecurity relevant to archive management, including
data protection, access control, vulnerability management, incident
response, and employee awareness and training. Solutions implemented
at the Sharjah Archives (SA) will be discussed, alongside potential future

solutions.
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Using The Big Data Hadoop for Advanced Digital Archiving:
An Exploration Study of Apache Hadoop Architecture

Mo’men S. Elnasharty Ph.D.

Abstract:

In the digital age, the exponential growth of data has posed significant
problems, challenges, and issues for organizations seeking efficient and scalable
solutions for digital archiving. Big Data technologies, particularly Apache
Hadoop, have emerged as transformative tools for managing vast amounts of’
data and extracting valuable insights. This Research paper provides an
overview of the application of big data Hadoop in digital archiving,
highlighting its main components, capabilities, benefits, challenges, and
prospects.

The Main objective of this paper i1s exploring the Apache Hadoop
platform’s ability to process unstructured textual data like archival documents
in digital archives and repositories, based on the analytical and descriptive
method for claritying the role of Hadoop’s components in archival

perspective.

The application of big data Hadoop in digital archiving encompasses
various aspects, including data ingestion, storage, processing, and retrieval.
Hadoop's distributed file system (HDEFS) enables the storage of petabytes of
data across a cluster of commodity hardware, ensuring scalability and fault
tolerance. Moreover, Hadoop's processing framework, such as MapReduce
and Apache Spark, facilitates parallel processing of large datasets, accelerating

data analysis and extraction of archival information.
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